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In this paper a new method of data hiding in speech signals is regarded. Such well-known methods as low-
bit coding, phase coding, spread spectrum and echo data hiding are neither reserved, nor immune to
modification in transmission environments. The new method that is based on modification of segment
fundamental frequency and duration of segments does not use digital signal code and is robust and
reserved.

Introduction. Steganography methods enable such data transfer that the fact of the transfer is
hidden. This paper focuses on the use of psychoacoustic features of the human auditory system for
data transfer in the speech signal for secret communication in open channels. The embedded data of a
stego system should be immune to noise, filtering, lossy compression, vocoder, analog-to-digital and
digital-to-analog converting; the original host audio signal should not be used to extract the embedded
data.

In one of the first studies on audio steganography W.Bender, N.Morimoto, etc. [1] determined two
forms of sound representation - discrete and analog forms as well as four typical transmission
environments: digital end-to-end environment without noise, digital environment with resampling,
analog environment with digitization at the receive end and analog environment with sound transfer
over the air.

Low-bit coding is the simplest way to embed data into data structures. By replacing the least
significant bit of each sampling point by a coded binary string, we can encode a large amount of
data in an audio signal. The major disadvantage of this method is its poor immunity to
manipulation. The phase coding method works by substituting the phase of an initial audio
segment with a reference phase that represents the data. The phase of subsequent segments is
adjusted in order to preserve the relative phase between segments. The spread spectrum technique
is designed to encode a stream of information by spreading the encoded data across as much of the
frequency spectrum as possible. It spreads the signal by multiplying it by a chip, a maximal length
pseudorandom sequence modulated at a known rate. Echo data hiding embeds data into a host
audio signal by introducing an echo. The data are hidden by varying three parameters of the echo:
initial amplitude, decay rate, and offset. As the offset (or delay) between the original and the echo
decreases, the two signals blend. At a certain point, the human ear cannot distinguish between the
two signals, and the echo is perceived as added resonance [1, 2].

There are now a number of papers on the methods for the application in digital media [3, 4]. Neither
of them had a wide distribution because they are neither reserved, nor immune to modification in
transmission environments. One of the most promising methods that embeds data into digital
media is based on the use of speech prosody — a set of such phonetic features as tone, loudness
and rate. Significant prosodic variability and the complexity of formalization and the analysis of
features of its individual and situational variability let us embed data into speech [5, 6].

Data hiding in speech signals on the basis of modification of segment fundamental frequency and
duration. If a speech signal is divided into natural heterogeneous segments, it is possible to distinguish
some acoustic parameters that can be modified to a certain degree below the audible threshold of
the human ear, so the modifications are not perceivable without comparing with the original
signal. Peak, phase, frequency and time transformation methods, as well as fundamental frequency
and segment duration modifications are applied to these segments.

The speech signal segmented and modified should be uniquely decodable to extract the embedded
data. Measurable features of the embedded data are fundamental frequency and duration of speech
segments that contain a stego code and a stego cipher. The use of a stego code and a stego cipher
makes the host signal reserved and secure even if some human observers are aware of the
algorithm of data embedding modifications.
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The aim of this paper is to explore reversibility of stego modifications on the basis of
modification of segment fundamental frequency and duration and their immunity to modification
in transmission environment. For the research speech tuning programs have been used. They
incorporate both methods of voice segmentation into segments and means of tuning of segment
fundamental frequency and duration (fig. 1).
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Fig. 1 An example of the use of the program Melodyne © Celemony Software GmbH for data embedding
into the speech signal by changing segment fundamental frequency.

The example shows the embedding of the text message « STEGANO» into the sound segment on
the basis of (ISA-2)-like code of correspondence between fundamental frequency and symbols:
108Hz-Lat, 100Hz-S, 120Hz-T, 201Hz-E, 116Hz-G, 111Hz-A, 158Hz-N, 140Hz-O, etc.

The algorithm of the research of convertibility and robustness of stego modifications is depicted
in Figure 2. The algorithm is: unit A - analog-to-digital converting (ADC); unit B — data
embedding — stego coding; unit C — signal transformation (resampling, filtration, lossy
compression, filtering, lossy compression, influence of channel noise or vocoder transformation)
and its transfer; unit D - reception and decoding of a signal; unit E - extraction of the embedded
data — stego decoding; unit F - digital-to-analog converting and speech reproduction. As test
signals we used test signals from Sound Forge «Wow... Sound editing just gets easier... And
easier ...» with the duration 3,8 s, and «The multiband dynamics found in Sound Forge four point
zero is highly effective in reducing both plosives and sibilants» with the duration 9,5 s. The first
signal is divided into 17 segments, and the second signal is divided into 31 segments. In the
experiment both empty and filled containers were used.
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Fig. 2. The general algorithm of research.

Results and research. The first result is that the experiment has enabled to find the
psychoacoustic norm of modifications of fundamental frequency and segment duration that keep
the embedded data inaudible to a human observer. The finding suggests that the average deviation
from the absolute value is 7-10 % and 3-5 %. The study of convertibility and immunity of stego
modifications applied embedded pseudonoise data within the deviation norm. Data rate is 5-8
bit/segment, and the channel capacity is 16-35 bps.
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The second result is that the host signal and the signal with embedded data are equally immune to
modifications in transmission environments.

The third result is that the embedded data is immune to a wide variety of possible modifications
and channel noise in transmission environments (fig. 3, tables 1 - 4).

ETALON Raw CCITT . Resampling
PCM 48kHz 32-bity G.726 2-bit ADPCM PCM 32kHz B'b_i,E, :

. -_—
e —

Fig. 3. Examples of immunity (YES) and non-immunity (NO) of the embedded
data to modification in transmission environments.

Table 1. Immunity to resampling. Table 2. Immunity to compressing.
PCM | 48kHz | 32kHz | 16kHz | 8kHz
32 MP3 128kbps 64kbps 32kbps
bit | etalon | YES YES YES 48kHz 32kHz | 16kHz
> | ves | ves | vEs | VEs
8 YES YES NO
. - NO NO NO
bit
Table 3. Immunity to channel noise. Table 4. Immunity to vocoder transformations.
Noise, dB -50 -40 -30 A-law 8bit Europ. tel. format YES
White Noise YES | NO - Dialogic 4-bit ADPCM, 6000 Hz | YES
Harmonic100Hz YES | YES | NO Raw CCITT G.721 4-bit ADPCM | YES
Raw CCITT G.723 3-bit ADPCM | YES
Meander100Hz YES | NO -
Saw 1ooth100Hz2 YES TNO - Raw CCITT G.726 2-bit ADPCM | YES
Raw CCITT G.726 5-bit ADPCM | YES

Conclusions. Fundamental frequency and segment duration are basic features of the speech signal
that do not use digital signal code. They are acoustic parameters that can be modified to a certain
degree below the audible threshold of the human ear, so the modifications are not perceivable and
cannot be recovered without comparing with the original signal.

The method of data hiding on the basis of modification of segment fundamental frequency and

duration is a method of non-digital steganography because data are embedded into the frequency

and time domain, and digital code is not applied. The control of natural segmentation of speech and
psychoacoustic features of the human auditory system makes the embedded data highly reserved.

The method is highly immune to vocoder transformations, so it can be employed for secret

communication.
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